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: le media devices such as iPods, BlackBerrys
digital cameras [may] get under the radar of
?_Iﬁ@rk security systems," says Lync managing director
_: “Kym Welsby. "Risks range from corporate espionage

ar business disruption to malicious viruses. Unless

businesses can identify and control iPods and other
_removable media devices, they're leaving a gaping hole in
their security.”

.. The company - which cannot'be identified - had good
ter security practices otherwise, according to Lync.
ipanies are locking the back door with firewalls
_;b)usjﬂawing the front door wide open,” Welsby says.
= B@tﬁl music players, USB memory sticks, personal
~Brganisers and PDAs, mobile phones and digital

cameras can connect undetected to corporate networks,
downloading gigabytes of data in seconds. They can also
introduce viruses.
Lync Software's tracking of 768 computer users within
the organisation found that:
- 39 percent of users connected to the corporate
network with USB devices
- 154 different types of device were connected to the
network
- 1805 files were transferred between the network and
the devices
- transferred files including images, music, video,
Office documents and system files

Protecting yourself

Some research has suggested that up to 80 percent of
[T-related corporate crime is committed from inside the
organisation itself. Create a mobile device use policy,
communicate it to your staff and enforce it. Products
such as DeviceShield can be installed to help identify
and control the use of portable devices by users of your
computer network.

Lync Software’'s DeviceShield, for example, identifies
when removable media devices are connected to
networked computers and control whether data is
downloaded to the device or copied from it.
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